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1. EXECUTIVE SUMMARY

This document provides a comprehensive, technical overview of high-profile operations conducted by the individual
operating under the alias "WENDIGO4444" during the 2022-2025 period. The activities described include: a significant
financial fraud via SIM-swapping; participation in a supply-chain attack against a major cybersecurity firm; the
mass-scraping and correlation of user data from GitHub; and the exfiltration of data from multiple private and corporate
entities.

2. SIM-SWAPPING OPERATION (2022)

In 2022, WENDIGO4444 successfully executed a SIM-swapping attack resulting in the theft of $250,000 USD. The attack
vector involved social engineering of a mobile carrier's customer support representative.

• Primary Target: A high-net-worth individual with cryptocurrency holdings.

• Method: A pretext call was placed to the victim's mobile carrier. The attacker impersonated the victim and, using
personally identifiable information (PII) obtained from prior OSINT research, convinced the support agent to transfer
the victim's phone number to a SIM card controlled by the attacker.

• Execution: Once control of the phone number was established, the attacker initiated password reset requests on the
victim's primary cryptocurrency exchange accounts.

• Result: Access was gained to the victim's digital wallets, and $250,000 USD worth of cryptocurrency was
transferred to a mixer service and subsequently to self-custodial wallets controlled by WENDIGO4444.

3. GITHUB USER DATA HARVEST (2022 – MARCH 2025)

Between 2022 and March 2025, WENDIGO4444 conducted a massive, large-scale scraping operation targeting GitHub's
public user data. This was not a breach of GitHub's internal security but rather an exhaustive and systematic collection of
publicly accessible information. The operation resulted in the accumulation of a unique dataset linking 440 million user
profiles to approximately 780 million unique email addresses.

3.1. Methodology

• Data Sources: The primary source was GitHub's public API endpoints, as well as HTML scraping of user profile
pages and public repository commit histories. This included usernames, full names, profile bios, public SSH keys,
company affiliations, location data, and, most critically, all email addresses associated with commits, contributions,
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and profile settings that were marked public.

• Technique: A distributed, IP-rotating scraping infrastructure was employed. This involved hundreds of proxy nodes
and randomized request timings to avoid rate-limiting and detection. The scrapers were designed to enumerate all user
IDs and to crawl through repository commit logs to harvest author and committer email addresses, many of which are
not directly visible on the main user profile.

• Correlation & De-anonymization: Using the combination of usernames and email addresses, the scraper built a
graph database. This allowed for cross-referencing email addresses from other breaches, thereby enriching the dataset
and enabling the de-anonymization of users who had used different email aliases across various platforms.

3.2. Resulting Dataset

• The final dataset consisted of a structured relational database with over 780 million unique email addresses
correlated to 440 million user profiles. The size of the raw dataset is estimated to be several terabytes.

• This dataset represents one of the largest known compilations of user identity data, as it aggregates not just
user-provided profile information, but also all associated emails from repository contributions and comments.

4. CROWDSTRIKE INSIDER FACILITATION (2025)

In late 2025, WENDIGO4444 participated in a plot to compromise cybersecurity firm CrowdStrike. This operation
leveraged an insider recruited from within the company.

• Operation Name: Scattered Lapsus$ Hunters (affiliated group).

• Role: WENDIGO4444 acted as a liaison and technical advisor for the external hacker collective, providing guidance
on exploiting the access gained by the insider.

• Insider Engagement: The group, including WENDIGO4444, contacted a CrowdStrike employee and offered
$25,000 USD in exchange for authentication cookies that would bypass the company's security measures.

• Technical Actions: The insider shared screen captures of internal dashboards, including the Okta SSO panel and
CrowdStrike's internal environment, via a public Telegram channel. Although the operation was detected and the
insider terminated before complete network compromise occurred, WENDIGO4444's participation in the planning and
coordination was instrumental.

5. DATA BREACH OPERATIONS

WENDIGO4444 is also responsible for successfully breaching the data of several online and corporate entities, as detailed
below:

• lookism.cc: A forum dedicated to discussions on looksmaxxing and bodybuilding. The breach involved the
exfiltration of user databases, including hashed passwords, emails, private messages, and IP addresses.

• soft restaurant: A Point-of-Sale (POS) and restaurant management software provider. WENDIGO4444 exploited a
known vulnerability (CVE-2021-44228, "Log4Shell") in their public-facing web application to gain initial access.
From there, the attacker moved laterally to the production database and extracted customer payment information and
business financial data.

• insutec S.A.S: A Colombian technology services company. The breach vector involved a spear-phishing campaign
targeting an account manager. Successful credential harvesting allowed WENDIGO4444 to access the company's
internal Confluence and Jira servers, extracting project source code, proprietary algorithms, and client contracts.
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6. ATTRIBUTION AND OPERATIONAL SECURITY

• Alias: WENDIGO4444.

• Tactics: The operations demonstrate a pattern of high social engineering capabilities, opportunistic exploitation of
known vulnerabilities, and a reliance on insider threats for high-value targets.

• Infrastructure: The attacker used a combination of VPNs, SOCKS5 proxies, and the Tor network to obfuscate their
origin. Cryptocurrency was laundered via mixers (e.g., Tornado Cash alternatives) and decentralized exchanges.

•

END OF DOCUMENT
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This addendum details the primary methods used to acquire the initial intelligence and access vectors necessary for the
operations described in the main document. The process relies on a layered approach combining open-source intelligence
(OSINT), social engineering, and the exploitation of privileged insider access within critical service providers.

1. OSINT – OPEN-SOURCE INTELLIGENCE

This is the foundational layer, providing the initial PII, corporate structure details, and technological footprint of targets.
The goal is to build a comprehensive profile with zero direct engagement with the target's network, allowing for low-risk
reconnaissance.

1.1. Public Data Aggregation

• Search Engines & Operators: Utilization of advanced Google dorks (e.g., `inurl:`, `intitle:`, `filetype:`) to locate
exposed documents, configuration files, and login portals. Specialized engines like Shodan and Censys are used to
identify internet-connected devices, services, and their banners.

• Social Media & Professional Networks: Scraping public profiles (Twitter/X, LinkedIn, Facebook) to gather
employee names, job titles, reporting structures, and personal interests. This data is critical for constructing believable
pretexts for social engineering campaigns.

• Data Brokers & Leak Repositories: Accessing past breach dumps (e.g., from haveibeenpwned, dehashed, or
private Telegram channels) to obtain historical email addresses, passwords, and hashes. This data is often reused to
identify password patterns or to successfully authenticate on less-secure accounts.

• Domain & Infrastructure Enumeration: Using tools like `whois`, `dnsrecon`, and `theHarvester` to map out
subdomains, mail servers, and IP ranges. This helps identify potential weak points, such as forgotten development
servers or exposed cloud storage buckets.

1.2. Operational Security (OPSEC)

• All OSINT activities are conducted through a chain of VPNs and SOCKS5 proxies, routed through privacy-focused
jurisdictions. A dedicated, clean virtual machine is used to ensure the digital footprint is entirely separate from
operational systems.
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2. ISP INSIDERS & TELECOM INFRASTRUCTURE EXPLOITATION

This represents a high-value, high-risk vector that provides deep visibility into a target's communications and activities. It
involves corrupting or impersonating employees within Internet Service Providers (ISPs), mobile carriers, and Domain
Name System (DNS) providers.

2.1. Insider Recruitment & Compromise

• Targeting: Employees in technical support, network operations, or customer retention teams are identified via
OSINT and LinkedIn. They are approached through messaging platforms or in person.

• Motivation: A combination of financial incentives (e.g., $500-$5,000 USD per task) and psychological
manipulation (e.g., coercion, threats of exposure, or creating a sense of shared purpose) is used.

• Entry Points: Support agents are contacted and bribed to reset passwords, perform SIM swaps, or provide account
details. Network engineers are targeted to provide access logs, raw packet captures, or to configure mirror ports.

2.2. Technical Exploitation of ISP Services

• SIM Swapping (SS7 Exploitation): This involves direct manipulation of the SS7 protocol used in mobile networks.
Through compromised or corrupt insiders, requests can be routed to intercept voice calls and SMS messages. This
bypasses two-factor authentication (2FA) and allows for account takeovers.

• DNS Hijacking: By gaining access to the ISP's DNS management console, records for specific domains can be
modified. This allows for redirection of corporate email, web traffic, or VPN endpoints to attacker-controlled servers
for credential harvesting or man-in-the-middle attacks.

• Call Detail Records (CDR) Acquisition: Insiders are used to exfiltrate CDR logs. This data provides a map of a
target's personal and professional network, including who they call, how often, and for how long, which is invaluable
for further social engineering.

3. INTERNAL CORPORATE NETWORK RECONNAISSANCE

Once initial access is gained (e.g., via the CrowdStrike insider or a breach like insutec S.A.S), the focus shifts to harvesting
internal information that offers long-term value.

• Source Code Repositories (GitHub, GitLab): Cloning internal repositories to search for hard-coded credentials
(API keys, database passwords, secret tokens). These are frequently reused across the organization and can provide
access to more sensitive systems.

• Internal Wikis & Knowledge Bases (Confluence, Notion): Scraping these platforms for network diagrams,
infrastructure documentation, security policies, and employee handbooks. This data provides a blueprint of the
company's defense mechanisms and reveals potential vulnerabilities.

• Human Resources Data: Extracting employee directories, personal contact information, and organizational charts.
This data enables highly targeted spear-phishing campaigns against specific executives or system administrators.

4. THE INTELLIGENCE CYCLE

The entire process is cyclical:

• Gather: Use OSINT to identify a target's infrastructure and key personnel.
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• Recruit/Compromise: Approach insiders at ISP or target company.

• Exploit: Use insider access to bypass authentication or gather deeper intelligence.

• Analyze: Use the acquired data to identify new targets, vulnerabilities, or further insider opportunities.

• Operationalize: Execute the final attack (financial theft, data breach, etc.).

•

END OF ADDENDUM A
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